Impact of SELOCK

Cyber Attacks ¢
on Healthcare

Using Threat Intelligence
to Protect Healthcare 93% of Healthcare Orgs

Experienced a Data Breach

Cyber attacks in the healthcare industry damage much more
than reputations and bottom lines. A single ransomware attack $7.13M = Average Cost
can shut down critical care systems, creating dire consequences of a Healthcare Data Breach

for patients. With the rise in this class of cyberattack, healthcare
$160M = Cost of Healthcare

Ransomware Attacks since 2016

organizations are once again challenged to not only protect their
patients and their data, maintain HIPAA compliance, maintain and
merge old systems with new technology, protect their remote

users, but protect the entire healthcare network from complete

failure and lockout—resulting in loss of reputation, potential lawsu it,

huge payouts, and in extreme cases, loss of life.
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Cyber Threats Compliance Systems and Devices

Cyber attacks against healthcare are HIPAA regulatory compliance is top With the push to remote work, more
growing exponentially and having a of mind for the healthcare industry. devices are located outside of the
devastating impact. Ransomware in 'ey®0O TYyEeI°EceypjiyOioull u«perimeter. Additionally, Gartner
particular has become a common themselves at risk for both major predicts that in 2020, more that 25%
attack facing healthcare resulting in te...eEyOOyt-1 Iylla-®®Iyll pwicyherd@tacks targeting healthcare
®CIT1°1AyOjepuOTIAEI°uy®Ij<*and gripnina®pdnalties under HIPAA will involve wirelessly connected or
W CE yOioul,L((- 1t°1O®e&l py peguia@on@hidn they do not have the digitally monitored implantable medical
and potentially severe system appropriate tools in place. loT devices, with 60% of these legacy
lockout repercussions. devices at end-of-life or with no

patches or upgrades available.
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At ThreatBlockr, we believe nothing scales like simplicity.
Healthcare organizations can use ThreatBlockr to block
threats in a smart, simple way—at scale—everywhere.
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